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ABSTRACT

CAPTCHA s are widely utilized on the Internet to partially protect against computer attacks, and text-based CAPTCHAS
are commonly used. In order to make the more flexible attack, this paper provides a framework with configurable
options based on k-NN, including three major parts: preprocessing the binary image, building standard library and
recognizing image. The standard library is built from training data set, where the third part can be an option to drop out
some characters with a high similarity, and the library is used for testing data set. A bit-based similarity model is
proposed, where "and" and "or" bit operations are executed, and the result is the ratio of both operations. Finally, the
framework is applied into 4 typical scenarios, MNIST handwriting database, CAPTCHAs built by the CAPTCHA
generator, online CAPTCHAs of CNKI website, and CAPTCHAs within open source PHP DedeCMS, the average
classification accuracy is 97.05%. As a result, the model is simple but effective, the framework can work well for text-
based CAPTCHAs and handwritten numbers, which may make associated websites pay more attention to current
authentication mechanism, and it offers flexibility to cover more algorithms and application scenarios by implementing
different logics of preprocessing according to defined APlIs.
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1. INTRODUCTION

CAPTCHAs (Completely Automated Public Turing test to tell Computers and Humans Apart) are widely used on the
Internet to distinguish between human users and computer programs®S, There are many kinds of CAPTCHAs available,
such as text-based, image-based, audio-based, video/animation-based, puzzle, graphical slider, face-recognition, etc.®.
Text-based CAPTCHAs are frequently used by whether enterprises or individuals due to convenience and user-friendly
look® 1%, There are a lot of researches on text-based CAPTCHAs, but few of them focused on and depicted a generic
framework to attack CAPTCHASs, much less building a framework flexible enough to meet different needs, such as
different priority of accuracy, time-consuming, data storage space of standard library, and so on.

The k-NN (k-nearest neighbor) algorithm as a typical classification algorithm is one of the simplest algorithms among
almost all current famous data mining algorithms such as C4.5, k-Means, SVM, Apriori, EM, PageRank, etc., which
principle is also widely applied into other algorithms such as collaborative filtering, Rocchio®?. The k nearest neighbor or
k-NN classification determines the decision boundary locally where k is a parameter'® 4, Generally, in many cases, the
1-NN rule may be strictly better than the other k-NN (k > 1) rules*> 5. It is important to design a similarity model for k-
NN algorithm with a high classification accuracy and a low storage requirement.

The standard process consists of both segmentation process and recognition process to identify Text-based
CAPTCHASs: 17, which can be designed in sequence or not. The segmentation then recognition approach executes
segmentation process first, and the final results largely depend on the correct number of segments®. However, the
segmentation simultaneously recognition approach scores all possible ways to segment a CAPTCHA and decides which
combination is the most likely to be the correct one through 4 major components: the Cut-point Detector, the Slicer, the
Scorer, and the Arbiter®. Additionally, a generic approach based on Gabor filters uses a single segmentation and
recognition strategy with two main steps: “extracting components” and “partition and recognition”, where Gabor filters
is applies to extract character components instead of an intact character from Captcha images along different directions
respectively?. Although both the segmentation simultaneously recognition approach and the generic approach based on
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Gabor filters work well for a lot of types of CAPTCHAs, it is very difficult to integrate them with a generic framework
based on k-NN. In order to make the framework as a global instead of local function, standard process, i.e., the
segmentation then recognition approach is used.

This paper is organized as follows. Firstly, the design of the binarization image recognition framework is introduced
briefly, including the overall design and key points of each process. Secondly, an implementation of the framework is
illustrated with some key APIs, configuration files, key logics of k-NN algorithm and a bit-based similarity model.
Finally, four scenarios were applied to the framework, many different sub scenarios were made for each one, and the info
of each execution time, accuracy rate was gathered before its analysing.

2. DEIGN ON IMAGE RECOGNITION FRAMEWORK

The framework consists of 3 major parts: preprocessing, building standard library, and recognition, as shown in Figure 1.

|O Load configured info | —>|3.2 Load testing images | Yes
v v '

|1.1 Load training images | —>|3.3 Locate each image | _>| 2.1 Compare it t(',\fach std item |
- .
->|1.2 Locate each image | 3.4 Recognize each charl | 2.2 Update maximum similarity |
v : "
1.3 Preprocess: |3.5 Combine results |

binarization, denoising,
segmentation

v
l2 Build standard library |

v No
Ye | 2.3 Add to stz:mdard library |
No — v
|3.1 Load standard library | | n | | Continue |
Figure 1. Total Design of Image Recognition Framework. Figure 2. Design of Building Standard Library.

2.1. Preprocessing

After each image located, preprocessing is executed. The segmentation is based on the image after binarization and
denoising, which converts to binary an input image having pixels defining text and background, each of its pixels is
either dark or white'®. Proper binarization is very important for separating the foreground object from the background for
images'°[19]. The foreground is with digital, character or other valid information, and the background without it. Once
the foreground is separated from the background, the image can be distinguished by recognizing the shape of each
foreground image one by one, such as handwritten characters and CAPTCHAs after preprocessing.

2.2. Building standard library

All training images were annotated in advance before building standard library. There are 2 different methods when
judging whether any character of each training image is to add into the standard library. One method is without any
limits, i.e., the standard library contains all characters of training images, which size is always big and equal to the
number of training characters. The other one is to set a maximum threshold (MXT_S), only characters are added when the
similarity value between it and other existing items in standard library is less than the threshold, and the size of standard
library is always smaller and depends on the threshold value, as shown in Figure 2. Generally, the bigger the threshold is
set, the bigger the size of standard library, and the higher the accuracy. The method one could be seen as a special case of
the method two since it means no limits when the threshold is set to 1. The framework uses the threshold configured in a
configuration file or database.

There are some popular algorithms of the similarity, such as Person Correlation Coefficient, Cosine Similarity?, Jaccard
Similarity?!, etc. The bit-based similarity model the framework used is similar to cosine similarity. The image data after
preprocessing are stored in the memory in binary form, 0 for white and 1 for black, or vice versa. Two images are same
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when each individual pixel is same in the same position, and they are similar when most pixels are same, only few are
different. Given 2 images A and B, P(A) and P(B) represent the binary matrix of A and B, respectively. The result of
bitwise-or between P(A) and P(B) indicates the largest range of foreground like union set of P(A) and P(B), and the result
of bitwise-and between P(A) and P(B) indicates same range of foreground area like intersection of P(A) and P(B). The
smaller the difference between both results, the bigger the similarity. The bit-based similarity model defines the
similarity by dividing the number of same foreground area of P(A) and P(B) into the number of the largest range of
foreground area of P(A) and P(B), i.e., dividing the bitwise-or result by bitwise-and result, as showed in equation (1).
The higher the similarity value is, the closer these 2 images or characters are. Hence the similarity is some number
between 0 and 1, S(4, A) = 1, in another words, A resembles itself 100%, for any size?'.

|P(A)&P(B))|

S(A4.B) = ) (1)

2.3. Image recognition

The k-NN algorithm is used to predict which category each target sample belongs to by a majority of k neighbor standard
samples closest to the target. The bit-based similarity model is used and k is configured which can be changed in
different scenarios. Once k is set, as candidates, the top k standard items ranked in order of similarity are cached during
recognition. Standard items are compared to the target, one item a time, until a match with the similarity higher than a
threshold value of “direct recognition” or no more items required to match. Among the top k standard items, the final
value is determined by the majority of candidate character values. If more than one candidate character values are tied
for the same majority, the value with a higher similarity is the final result. Therefore, the final result is not always with
the highest similarity when k is greater than 1.

The k-NN algorithm has the advantage of being easy and practical, and with a suitable accuracy?’. There are some
algorithms, such as CNN (Condensed Nearest Neighbor), ball-tree, kd-tree (k-dimensional tree), LSH (Locally Sensitive
Hash) etc., to reduce storage space or improve the speed of locating k nearest neighbors?® 22 2, In the framework, the
byte array is used for reduction of storage space consumption. Each pixel of the image data after preprocessing is
indicates in binary form such as 0 and 1 for white and black separately and 8 pixels are grouped within a byte. The image
data is stored in a byte array. As shown in Table 1, it lists a binary array for a six after preprocessing, which is stored as
an array of byte with length 40. It needs about 7 times more storage space if each one or zero is used directly in the
application since a byte is a basic unit.

Besides, one more feature is designed for quick locating associated standard items, such as foreground area percentage.
There are many items with small similarity value wasting time if all of items within standard library are required to be
matched per recognizing a character. In order to locate the standard item with high similarity value as quick as possible,
a new feature, the foreground area, is used in the framework. That is to say, on executing each recognition, items in
standard library are grouped by the foreground area, as a result, different group has different priority to match, and some
with low priority are skipped. Let key as the feature value, shown in equation (2), where s; is the foreground area of item
i, and f is a customized function. A proper function makes a good balance between the number of groups and the
coverage percentage of characters to recognize per group. In general, the less the number of groups is, more number of
items each group contains, more coverage percentage of characters each group has.

key; = f(s)) @

A linear function is proposed, such as shown in equation (3), where a is a coefficient between 0 and 1, such as 0.1. Given
that S is the total area including foreground and background area, the domain of the function is an open range as shown
in equation (4), while the range is a close range as shown in equation (5).

key; = la-s;] (3)
si €(0,5) 4)
key; € [0,]a - S]] ®)

For some character to be recognized, it is easy to get the feature value of key according to equation (3). Once the key is
calculated, the priority of all items in group key is the highest, and the priority value goes down in the direction of
distance between group number and key. The priority value can be calculated according to equation (6), where gn; is the
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group number of standard item i, key is the feature value of a character to be recognized, and MAX is the maximum that
is greater or equal than the total number of groups.

Table 1. Array for a six after preprocessing.

Binarization Byte
0 14 0
0 30 0
0 56 0
0 56 0
0 48 0
0 48 0
0 112 0
0 96 127
0 96 255
227 227
231 131
231 3
238 3
238 3
231 6
227 142
224 60
0 113 240
0 63 224
0 31 128
pi = MAX — |gn; — key| (6)

There are 2 threshold values called MXT_E, and MXN_E in the framework. When the maximum similarity is less than
MXT_E and the number of different priorities matched is less than MXN_E, more groups with next priority are involved,
otherwise, the recognition stops. The image result returns when all characters are recognized, as shown in Figure 3.
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Figure 3. Design of character recognition. Figure 4. Three main classes of framework.

3. API AND APPLICATION
3.1. API
There are 3 main interfaces and associated classes in the framework, as shown in Figure 4.
3.2. Configuration values
According to the design, some common parameters are to configure in advance, as shown in Table 2.

Additionally, all of the possible values need being pre-configured, such as cnki, there are 27 candidates in total, as shown
in Table 3. The number or index can be retrieved according to the expected or tagged character in pre-computed hash
tables, and vice reverse.

3.3. Application scenarios

The framework was applied for 4 scenarios, MNIST handwriting database, CAPTCHAs built by the captcha generator,
online CAPTCHASs of CNKI website, and CAPTCHAs within open source PHP DedeCMS.

Table 2. Some configuration values.

Name Example Comments Name | Example Comments
DATA_TYPE [1 1:mnist/2:captcha/3:cnkild:cms  MXT_E - [0.85 Threshold of - extending
the search
. . Max ranges of priority to|
MXT _I 0.95 Threshold of direct recognition MXN_E 5
- - search
MXT_S 0.95 Threshold of standard library a 0.1 The coefficient for feature
\value of key
Table 3. Relationship between sequence number and char.
No. | Char | No. | Char | No. | Char | No. | Char | No. | Char | No. | Char | No. | Char | No. | Char | No. | Char
0o R 1 3 2 W4 3 b 4 6 5 B 6 9 7 A 8 B
9 10 D 11 E 12 |F 13 G 14 15 16 K 17 L
18 19 20 P 21 R 22 23 [T 24 W 25 X 26 |Y
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Figure 5. Preprocessing and locating standard items.

Table 4. Test results for 4 different scenarios.
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Figure 6. Relationships between accuracy and MXT_E.

MNIST CAPTCHAS CNKI CMS
knn/MXN_E 1/10 1/5 1/5 1/5
MXT_I/MXT_S/MXT_E 0.95/0.9/0.8 0.995/0.995/0.95 |0.995/0.995/0.95  (0.95/0.95/0.8
Count of training/test/right items 60000/10000/9667  |6000/4000/3826  14000/8400/8085 700/1537/1531
accuracy 96.67% 95.65% 96.25% 99.61%
Testing/average time 46320.38/4.63 53892.36/13.47 41554.62/4.95 93.27/0.06

On making the standard set or recognition, preprocessing is the first step, e.g., the image “E93D” was converted to 4
individual images “E”, <97, “3” and “D”, and then the next step is locating the position of hash tables according to Table
3. With the hash tables, it is quick to locate associated group according to the tagged value, as shown in Figure 5. Table 4
lists test results for all these 4 scenarios. It is seen that the framework work well for different scenarios with the accuracy
97.05% on average. Generally, the accuracy differs a little according to the parameters configured. Take the CMS
scenario as an example, the accuracy differs according to different knn and MXT_E, as shown in Figure 6.

4. CONCLUSION

This paper provides a configurable image recognition framework based on k-NN and bit-based similarity model, where 4
different scenarios were successfully applied. For different scenarios, different parameters can be configured in order to
get better results. Additionally, the framework can be expended to other scenarios conveniently by setting different
parameters, or be updated to involve more algorithms by adding some new concrete classes to implement the interfaces
mentioned in the papers.
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